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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAs cUCcTEMa

Hoctyn k uapopmanum
HocTynHoCTh

3ammra uHGOpMaUn
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3ammmaemas HHGOpMAaHs

Wnenrudukamnms

WNudopmannonHas cucrema

Nudopmarnmonusie pecypcsl

HNHudopmanroHHble
TEXHOJIOTHUHI

WNndpopmanus

KonTponupyemas 30Ha

KonduaenmnuaibHOCTH

O06paboTka nepcoHanbHbIX
JTAHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JleficTBUsT TI0 TpPOBEpPKE MOMJIMHHOCTH CYOBEKTa JOCTyIMa
B UH(POPMALIMOHHOM CUCTEME

CocrosiHMe  3alUILEHHOCTH  HH(pOpMAaLUH,
obecriedeHbl  €e  KOH(HUACHIHAIHHOCTD,
U 1IeJIOCTHOCTh

WNudopmannonnas cucrema, co3aaBaeMasi B IeJIsX peaan3aliu
MIOJTHOMOYU I roCyJapCTBEHHBIX OpraHoB
u obecrieueHuss oOMeHa wuHGpOpMAIMEd MEXAY OSTHMH
OpraHami, a TaK)K€ B MHBIX YCTAHOBJIEHHBIX (peepanbHbIMU
3aKOHAMH LIEJIAX

Bo3MokHOCTB nOMydeHust MH(GOpMaIUK U €€ UCIOIb30BaHUS

Cocrosinre uH(pOpMayM, XapakTepU3yemMoe CIOCOOHOCTBHIO
TEXHUYECKUX CPEACTB M HMH(MOPMALMOHHBIX TEXHOJOTHH
obecrieynBaTh OECHPENATCTBEHHBI TOCTYNl K WH(pOpMaIHuu
CyOBEKTOB, UMEIOIINX Ha 3TO IOJIHOMOYHUS

3amuTa wWHQOpPMAIMK, HANpaBlIeHHAs HA MPEIOTBPAIICHHE
NOJIyYeHHs 3aIluiiaeMoil MHpopMalnuu 3auHTEPECOBAHHBIMU
C}’6'I)GKTaMI/I C HAapyYHICHUCM YCTAHOBJICHHBIX HOPMAaTUBHBIMU
U TPaBOBBIMM JIOKyMEHTaMM (aKTaMu) WK 00JalaTensiMu
uHbOpMAMK TIpaB WM TPaBUJI pa3TPaHUUYCHHS JOCTYyIa
K 3a1umaemMoi uHGopManuu

IpU KOTOPOM
JIOCTYITHOCTh

Wndopmanus, sABISAIOMASACS TNPEAMETOM  COOCTBEHHOCTH
U To/UIeXalias 3alluTe B COOTBETCTBHH C TPeOOBaHUSAMHU
MIPABOBBIX JOKYMEHTOB 170031 TpeOOBaHUSIMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(pOPMALIUU
[IpucBoenue cyObekTaM 1 00bEKTaM JOCTYIIA UACHTU(UKATOpa
U (WIM) CcpaBHEHHME MPEIbSBIAEMOr0 HIEHTU(HUKATOpA
C MepeyHeM MPUCBOCHHBIX HIEHTH()HUKATOPOB

CoBOKYIHOCTb copepikalieiics B 0a3zax JaHHBIX HH(pOpMaIUu
u o0ecneynBalOIUX €€ 00paboTKy  MHGOPMAIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEACTB

OTtnenbHbIE JOKYMEHTBI M OT/AEIbHBIE MacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MacCHBBl JOKYMEHTOB, COJEpKaluecs
B MH(OPMALIMOHHBIX ~ cUCTeMax (OMOIMoTeKax, apXuBax,
¢donax, 0aHKaX JaHHBIX, HH(OPMAIIMOHHBIX CHCTEMax APYrHX
BU/JIOB)

IIponiecchl, MeTonabl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MPEAO0CTaBIICHUSI, PACIIPOCTpaHEHUsT UH(GOPMAITUU U CITOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOI0B

Caenenus (coobmieHus, JTAHHBIC) HE3aBUCHUMO
0T (hOPMBI HX TIPEJICTABICHUS
[IpoctpanctBo  (TeppuTopusi, 37aHUE, YacTh  3/IaHUS),

B KOTOPOM HCKJIFOUEHO HEKOHTPOJIHMPYEMOE NpeObIBAHUE JIHII,
HE HMEIONUX IMOCTOSHHOTO HJIM  Pa30BOr0  JIOMYyCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEICTB

O06s13aTenbHOE [T BHITOTHEHUS JTUIIOM, MOTYYUBIIUM JOCTYII
K OIpeIeieHHONH WH(pOpMaluu, TpeOOBaHWE HE IepeaaBaTh
TaKyl0 HMH()OpPMAIIMIO TPETBUM JIMIAaM 0e3  corjacus
ee obOmamarens

JeiicTBus (onepanuu) ¢ NEPCOHATBHBIMH JIaHHBIMH, BKJIHOYAs
cOop, cHcTeMaTH3allnio, HAKOIUICHWE, XpaHEHHE, YTOYHCHHE



Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTb

LlenoctHOCTH

(oOHOBIIEHUE, N3MEHEHHE), UCTIONB30BAHUE, PACIIPOCTPAHEHHE
(BTOM uyHncie mepemady), oOe3IMYMBAaHHE, OJOKHPOBAHUE,
YHUYTO)KEHUE TIEPCOHAIBHBIX TAHHBIX

TpaXJAaHUH WIH IOPUAUYECKOE JIMIO, OCYIIECTBIISIIONINE
JESITeIbHOCTh O JKCIUTyaTallud MH(OPMAIIMOHHOW CHCTEMBI,
B TOM uuciae 1o oOpaboTke wHOOpPMAIUHU, COACpKAIICHCs
B ee 0a3ax JaHHBIX

JIrobast mHpopManus, OTHOCSIIASACA K MPSMO WIM KOCBEHHO
OTIpeICIIEHHOMY WJIH OTIpEeIeIIieMOMY (PHU3UUIECKOMY JIUITY
COBOKYNIHOCTh ~ YCJIOBUH M (DaKTOpPOB,  CO3JIAIOLIUX
MOTEHIIHAIEHYIO WIH peansbHO CYUIECTBYIOIIYIO
OMACHOCTb,  CBS3aHHYIO €  yTeykoil  wuHpopmanuu
W/WIM HECAHKIIMOHUPOBAHHBIMU HW/WJIM HeTpeIHAMEPEHHBIMU
BO3JICHCTBUSIMU Ha Hee

HenocraTtok (cmabocTh) MIPOTPaMMHOTO
(mIporpaMMHO-TEXHUYECKOT0) CPeICTBA WM UH(POPMAIIMOHHOM
CHCTEMBI B I€JOM, KOTOpPBIi (KOTOpas) MOXeT OBITh
WCIONIb30BaHA I peaju3aluu  yrpo3  0e30MacHOCTH
uH(pOpMaIN

YcroiiuuBocth  MHGOpPMaMKU K  HECAHKIMOHUPOBAHHOMY
WM cIy4yailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTku
TEXHUYECKUMHU CPEJICTBAMHU, PE3yJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUYTO)KCHUE U UCKAKEHUE HH(POpMAIIH



I'OCTP
IHonutuka
I'BZIOY Ne 40

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHU A

I'ocynapctBennsbiii cranaapt Poccuiickoit deneparuun

[Tonutuka wuHbOpManMOHHOK Oe3omacHocTH ['oCyaapcTBEHHOTO
OIO/DKETHOTO  JIOIIKOJIBHOTO  00pa30BaTEIBbHOTO  YUPEIKICHUS
nerckuit caa Ne 40 [Tpumopckoro paiiona

I'ocynapcTBeHHOE  OOJDKETHOE JIOMIKOJIBHOE 00pa3oBaTEIbHOE
yupexaenue Ne 40 [Ipumopckoro paiiona Cankr-IlerepOypra
denepanpHas cnyxba 6e3onacHocTr Poccuiickoit deneparuu
®denepanbHas cyk0a 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, ONPEAEISIONIMM HapaBIeHUs AeSITETbHOCTU
B o0Omactu obOecrneueHuss HMHPOPMAIMOHHON  OE30MACHOCTH M TPEACTABISACT  COOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHE 1IeJiel U 3a/1a4 HH()OpPMALlMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIbKO TpaBUJ, MPOLEAYP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMU
pykoBojactByercss 'BJIOY Ne 40, a Takyke opraHuW3allMOHHBIX, TEXHOJIOTUYECKUX U MPOLETYPHBIX
ACTIeKTOB oOecreueHus: MHPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxxenus  Hactosameit  [lomutuku He  pacmpocTpaHsiloTcs Ha  obecriedyeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHoOI 3a1aueit B o0acTu nHpopmannonHoi 6e3onacHoctr ' BIOY Ne 40 TIpumopckoro
paiiona Cankr-IlerepOypra npu3HaeT COBEPLICHCTBOBAHUE MEP M CPEIACTB OOECIICUCHMS 3alHUTHI
nHpopmanuu napopmarmoHHbix pecypcoB I'BJIOY Ne 40 B koHTEKCTE pa3BUTHS 3aKOHOAATEIHCTBA
Poccuiickoit @enepaniuu 1 HOPM PETYIMPOBAHUS HH(POPMAITMOHHOW AEATEIHOCTH B TEKYIIUX
YCIOBUSAX (PYHKIIMOHUPOBAHUS NHPOPMAIIMOHHOTO MOJISI.

[Tpu pa3pabotke [ToMUTHKN YUIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3AAHUS CUCTEM 3allUTHI
uH(pOpMallMK,  XapaKTePUCTUKA M  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEJICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeit gesrensHoctr I'BJIOY Ne 40 00s3yercs npeAnprHUMATh BCE BO3MOXKHBIE
MEPBI JIJIS 3aIU Tl THPOPMAITUH OT yrpo3 0e30MacHOCTH HHPOPMAIIHH.

TpeboBanust wHGOPMAIIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT IENAM JAESITEIbHOCTU
I'BAOY Ne 40 u mnpegHazHauyeHbl Ui CHUKCHHUS PHUCKOB, CBSI3aHHBIX C peald3aliuedl yrpos
06e30macHOCTH MH(GOPMAIIHH.

[Tonutuka nocrynua Bcem padoraukam ['6/I0OY Ne 40 u Bcem mosib30BaTeNsIM €0 peCYpCOB.

2 IEJH U 3AJJAYU OBECIIEYEHUSI THOOPMAIIMOHHOM BE3OIIACHOCTHU

Cy0bexTbl HHPOPMALMOHHbIN OTHOLIEHHU I

Cyb6bexkramu mipu obecnieueHun nHopmanronHoit 6ezonacaoctd B ['BJIOY Ne 40 sBnstores:

PabOTHUKHU CTPYKTYPHBIX O/Ipa3/iesieHuH (B TOM YKCIIE YBOJIEHHBIE);

rpaxjaHe, padoTaromye o J0roBopam rpa)xJIaHCKO-IIPaBOBOr0 XapaKkTepa;

¢busnueckue M, NPEICTaBUTENNM KOHTPAareHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00s13aTENLCTB;

dbusndeckue nuia, nojasiiue odpamienue B aapec 'OV Ne 40;

IOPUJIMYECKHE JIMIIA, B PAMKAX HCIIOJIHEHUS JIOTOBOPHBIX 00s3aTE€IbCTB MM BO UCHOJIHEHUU
TpebOBaHMl CO CTOPOHBI 3aKOHOAaTENbCTBA Poccuiickoit Deaepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0beKTh HHPOPMALMOHHBIX OTHOIICHU

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILICHUMN SBIISIFOTCSA:

uHpopmannonusie pecypcesl I'5/I0Y Ne 40;

rocyJapcTBEHHblE  MH(OpManuoHHbIe  cUcTeMbl, OmnepaTopoM  KOTOPBIX  SBISETCS
I'BAOY Ne 40;

nporeccel  00paboTku MHpopMmauuu B uH(popMmManMoHHBIX cuctemax ['BJJOY Ne 40,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl U MpoueAaypsl cOopa, 00pabdOTKH, XpaHEHUs
U nepeiauy HHPOpMaLuy;

nHpopmanmoHHass HWH(QpacTPyKTypa, BKIIOYAIONIas CHUCTEMBbI OOpabOTKH, XpaHEHUs
U aHajM3a UH(OpMAIMK, TPOrpaMMHBIE U IIPOTPaMMHO-aIIapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAIIbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIllIUThl UHPOPMALIUU, OOBEKTHI U TOMEIEHHs, B KOTOPBIX pa3MeleHbI
cpenacTBa 00pabOTKU HHPOPMAIIHH.

Hean o0ecneyennst HHPOPMANMOHHOI 0€30NIACHOCTH

OcHoBHOU TenbI0 oOecnieueHuss nHpopmannonnoit 6e3omacHoctr 'BJIOY Ne 40 sBnsttorcst
JecTBUS, HAaNpaBJeHHbIE Ha JOCTH)KEHHE 3aIUThl CyObEKTOB MH(OPMAIIMOHHBIX OTHOLIEHUH OT
BO3MO)XHOT'O HAHECEHHs] UM MaTepHaIbHOTO, (U3UYECKOT0, MOPAJbHOTO WJIM HHOTO Yyuiepoa,
MOCPEICTBOM CIy4aifHOrO MJIU MpeHaMEPEHHOT 0 BO3/IeHCTBUA Ha MH(OPMAIIHIO, B TOM YHCJIE:



e obecrieueHus OTKa30yCTOMUYMBOTO (bYHKIIMOHMPOBAHUS IIPOrPaMMHBIX
u annapatHo-nporpaMMHbIx cpeAcTB ['BJIOY Ne 40 n npenocTaBiisieMbIX CEPBUCOB;
® COOIOACHUS TIPAaBOBOIO PpPEeXHMMa HCIOJIb30BAaHUS MACCHBOB U CpEACTB 00pabOTKH
nHpopmanuu;
e [IPEIOTBPAILCHUS peaTu3allii yrpo3 0e30MacHOCTH MH(POPMALUHU MPH OCYIIECTBICHUH
nestenpHocTu I'BIOY Ne 40,
3agaun obecneyeHust HHPOPMALMOHHOM 0€30NIACHOCTH
JocTmwxkenue neneil odecrieueHnst MHGOPMAIMOHHON 0€30aCHOCTU U CBOMCTB MH(OpMaLU,
I'BAOY Ne 40 pemaercs cieayOMMMU 3aa4aMu:
3aIUTHl OT HECAHKIIHOHUPOBAHHOTO OCTYIA K MHPOPMAIIMOHHBIM pecypcam;
pasrpaHUYeHHs JOCTYIA TOJb30BaTeNIel K MHPOPMAIIMOHHBIM, allapaTHBIM, MPOTrPAMMHBIM
Y UHBIM pPecypcaM;
perucTpaiMy M MEepUOJUYECKOro KOHTpPOJIA JEHCTBMM Nojb3oBarenedl mnpu o0paboTke
3anuImaeMoi HHGpOpMaIK U NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;
KOHTPOJISI LIEJIOCTHOCTH CpEAbl HMCIOJHEHHS IpOrpaMM M €€ BOCCTAaHOBJIEHHE B Ciydae
HapyILICHHUS;
olecrieyeHUss ayTeHTHU()UKALMU U HMJIEGHTU(UKALMU  [0JIb30BaTENeH,  Y4acCTBYIOLIUX
B HH(OpPMAITMOHHOM OOMEHE;
obecrnieueHus UCIIPABHOCTHU IPUMEHSEMBIX B UH(POPMALIMOHHBIX CUCTEMAX
I'BAOY Ne 40 cpencts 3amuThl HHOOPMAIUH;
CBOECBPEMEHHOTO BBISIBJICHHE HMCTOYHHUKOB Yrpo3 0Oe30macHOCTH WHQPOpPMALUHU, TPHINH
U YCIOBMH, CIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepOa  3auHTEPECOBAaHHBIM  CyObeKTam
MH(OPMaLMOHHBIX OTHOLIEHUI;
CO3JIaHUEM CJIy’)KObl MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl O€30MaCHOCTH MH(POpMaLUU
Y HETaTUBHBIE [10CIIECTBUS,;
CO3JIaHUEM YCIIOBHMH JUIsi MUHUMU3AI[MM HAHOCUMOTO yIlepOa HenmpaBOMEPHbBIMU JIEHCTBUAMU,
U YCTpaHEHHE TIOCIIECTBHIA HapymeHus nHpopmannoHHoi 6ezomacHoctd B I'BIOY Ne 40.
Pemenue Boimenepeuncnenssix 3ag1ad B 'BJIOY Ne 40 ocyiiecTBisieTcst OCpeiCTBOM:
yueTa BceX MoJIekalluX 3aluTe HHPOPMAIMOHHBIX PECYPCOB;
KYpHAJIMPOBAHUS JIEHCTBUI MepcoHalia, OCYLIECTBISIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
IIPOrPaMMHBIX U IPOTPaMMHO-aNNapaTHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;
periaMeHTaluu nporeccoB o0paboTku nHpopmanuy, neiicteuit pabotaukos I'BIOY Ne 40,
OCYIIECTBISAIOIMUX 3KCIUTyaTalli0 IMPOrPaMMHBIX U IIPOrPaMMHO-AINIAPATHBIX CPENCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB 10 3aluTe UH(pOpMaLHH;
Ha3HAa4YEeHUs U MMOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLMIO0 U OCYIIECTBICHUE
MeponpHUATHIA 110 obecnieueHuo nHpopmanroHHoi 6e3onacHoctu B 'B/I0OY Ne 40;
HAJEJICHUST KaXJ0ro pabOTHUKA MHHUMAJIbHO HEOOXOJAMMBIMH TpaBaMH TMpu padoTe
B MH(POPMALMOHHOW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM O0513aHHOCTSIM;
COOJTIOJIEHHs] BCEMH Pa0OTHUKAMM, 3KCILTyaTUPYIOIIUMHI U 00CTY>KHBAIOLUMH IPOTpaMMHBIE
U [pOrpaMMHO-aIlIapaTHblE  CPEICTBa, TpeOOBaHMM  OpPraHU3alMOHHO-PACHOPSAUTENIBHBIX
JIOKYMEHTOB 110 BoIlpocaM obecrieueHus: "HPOpMalmOHHON 0€30MacHOCTH;
MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0ro pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOLIETO
B paMKaX CBOMX (DYHKIIMOHAJIbHBIX OOS3aHHOCTEM B Ipoleccax aBTOMaTU3UPOBAHHOM 00pabOTKH
UH(OPMALIMU ¥ UMEIOIIETO JI0CTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;
peanu3alyell TEeXHOJOTHYECKUX IpOLeccOoB 00pabOTKHM WHGPOPMALMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKMX MEp 3allUThl [POrpaMMHOr0  obOecredeHus,
MIPOrpaMMHO-aINaPaTHBIX CPEJICTB;
MPUHSITUS Mep 10 0OecrieyeHHIo PU3NIECKON IIEJIOCTHOCTH MPOTrpaMMHO-aNIapaTHIX CPECTB
MH(OPMALIMOHHBIX CUCTEM U MOAJIEp’)KaHHEM HEOOXOMMOI0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;
MCIIOJIb30BAaHUsl MPOTPaMMHBIX U MPOrPAMMHO-ANIMAPaTHBIX CPEJCTB 3allUThl MHGOpMaLUu
obpabateiBacmMoM B 'BJIOY Ne 40 u amMUHHCTPAaTUBHON MOIEPKKON WX UCIIOTH30BaHMUS;
KOHTPOJSL  COOJIONEHUS  IOJIb30BATENsAMH  HMH(MOPMAIMOHHBIX ~ CHUCTEM  TpeOoBaHMM



1o o0ecreyeHN0 NHPOPMAITMOHHOM 6€30MaCHOCTH;

npoBefeHus aHann3a d(Q(HEKTUBHOCTH MPUHATHIX MEP 3alIUTHl HHPOPMAIMH U MPUMEHIEMBIX
cpencts 3amuTel uHGopManuu B 'BJIOY Ne 40;

pa3paboTKM U peaau3aluu MNPeJIOKEHUI 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThl
unpopmaruu B 'OV Ne 40.

3 TMPUHIMIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

ObecnieueHne MHPOPMAIIMOHHON 0€30MAaCHOCTH, JOKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CIJICYIOIIMMHU OCHOBHBIMH IPUHIIUITIAMH:

IIpyuHUMI 3aKOHHOCTH

[Tpu BBIOOpE MepONpHUATHH 1O 3ammTe WH(GOPMAINU, JOIDKHO COONIIOIAThCs JEHCTBYIOIIEE
3aK0HO1aTeabCcTBO Poccuiickoit Denepannu B chepe 3aruThl HHPOPMAIIUH.

Bce paboTHUKM JOKHBI UMETh MPEACTABICHUE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS
B cepe 3ammTel nHpopmaruu. [Iporpammuo-anmnaparaeie cpeacTa, npuMmensembie B ' BJIOY Ne
40, MOIKHBI UMETh COOTBETCTBYIOIIHME JTUIICH3UU, OPUITHAIBHO MPUOOPETATHCS Y TPEICTaBUTENICH
Pa3pabOTUMKOB 3THX CPEJICTB WIIU SBJIATHCS MHTEILIEKTYaIbHON coOcTBeHHOCThIO [ BIOY Ne 40.

[IpUHIHUT CHCTEMHOCTH

[Tpu co3maHuu CUCTEMBI 3alIUTHI JOJKHBI YUUTHIBATHCA aKTyaJbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOpMaIMK, BO3MOXKHBIE OOBCKTHI M HAIMPABJICHHS aTaKk HAa HEE CO CTOPOHBI HAPYIIUTEIICH.
Cuctema 3aiuThl JOJKHA CTPOUTHCS C YYETOM HE TOJIbKO M3BECTHBIX KAHAJIOB YTEUKHU HH(OpMAIUH,
HO U C YY4ETOM BO3MOKHOCTH MOSIBIICHUSI HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIIEUECHHUU.

IpUHIHUN KOMILJIEKCHOCTH

KomruiekcHoe UCnob30BaHUE CPEACTB 3alIMThl MHPOPMAIIMK MPEAINOIaraeT COrjJacOBaHHOE
MPUMEHEHUE TIPU TTOCTPOEHUH IIEJIOCTHOM CHCTEMBI 3aIUThI, TIEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC
yrpo3sl Oe3omacHocTd MH(pOpManuu. 3aluTa J0JDKHA CTPOUTHCS SlIeloHHpoBaHOo. Dusnueckas
3aIuTa JI0JDKHA 00eCTIeunBaThes (PU3MYECKUMH CPEJICTBAMU M OPTaHU3AIIMOHHBIMA MEPaMH.

[Tpu mocTpoeHuu, BHEPEHUN U IKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMAIIMK PYKOBOJICTBO
I'BAOY Ne 40 oGecrieunBaet ycioBusi s 3(G(HEKTHBHOW KOOPIWHAIIMKM JCUCTBUNH BCEX JIHII,
obecrieunBarOMUX HHHOPMAITMOHHYIO O€30MaCHOCTbD.

I[IpuHIUN CBOEBPEMEHHOCTH

Pa3paboTka cuctemsl 3amuThl HHPOPMAIMKU JOKHA BECTUCH MapajlielbHO C pa3paboTKoi
U UHQOPMALMOHHOM  CHUCTEMBl. ITO  MO3BOJUT y4yecTb TpeOoBaHMsS  OE30MAaCHOCTU
IpU TMPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM cyeTe, co3aarh Oosee 3¢ ¢heKTUBHBIC
MH(OpPMaLMOHHBIE CUCTEMBI, 00J1aJat0IINe JOCTaATOUHBIM YPOBHEM 3alIUIIIEHHOCTH.

IpuHIuNn npeeMCcTBEHHOCTH

[TocTossHHOE COBEpPILIEHCTBOBAaHHE MEp M CPEACTB 3alUThl HH(GOpPMallMd Ha OCHOBE
MPEEMCTBEHHOCTH OpPTaHU3AIMOHHBIX W TEXHUYECKUX PEIIeHUH, KaJApOBOTO COCTaBa, aHAIM3a
(GYHKITMOHUPOBAHMSI MH(POPMAITMOHHBIX CHCTEM W CHCTEMBI €€ 3allUTBl C YY4EeTOM H3MEHEHUI
B METOJaX M CpelIcTBax IMepexBara HHQOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUU MO 3aliuTe
uH(pOpMaLIUH.

IpyuHUMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHSA 3aTpaT Ha obOecrieueHne MHGOPMAITMOHHON 0€30MacHOCTH U IIEHHOCTH
WH(OPMAIIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pasriiallieH s, yHUUTOKEHUS
U UCKaxeHus. Vcmonb3yemble MEphl UM CPEACTBA 3aIUTHl HHGOPMAIMK HE JOHKHBI yXYAIIAThH
HPrOHOMHUYECKHE MMOKA3aTeTH KOMIOHEHTOB HMH(POPMAIIMOHHBIX CHCTEM.

IIpUHIUN 0TBETCTBEHHOCTH

BosnoxeHne oTBETCTBEHHOCTH 3a o0ecreyeHrne 0€30MacHOoCTH HHpopMaluu u ee 00paboTKu
Ha KaXJ0ro paOOTHHKA B Mpeenax €ro MOJHOMOYMA. B COOTBETCTBHMU C ATUM MPHUHIMIIOM
pacmpesieieHue MpaB U 00S3aHHOCTEH PAOOTHUKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B CiIydae
JT1000r0 HapylIeHHs! OblT U3BECTEH HAPYIIUTENb.

IpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaaTn3yeMoCTH

NudopmanmonHbie TEXHOJIOTHH, TPOTPAaMMHBIE U TIPOTPAMMHO-aIapaTHBIE CPEACTBA, MEPHI
3amUThl UHGOPMAIIMU JOJDKHBI OBITH PEaTr30BaHbl MO COBPEMEHHBIM PEIICHUSM, OOOCHOBaHBI



C TOYKH 3PEHUS TOCTHKCHHSI 33JaHHOTO YPOBHS 3aIIUIICHHOCTH WHPOPMAIIUN U IKOHOMUYECKOU
[IEJIECOO00PAa3HOCTH, a TaKXe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHUAM
1o 6e301acHOCTH WH(POPMAIIHH.

Hpunuun npodeccuonanzma

Peanuzanuss mMep 3amuThl MHPOPMAIMM W IKCILTyaTalusi CPEJACTB 3alIUThl HH(DOpMAIHH
JIOJDKHA OCYIIECTBIATHCS MPO(eCCHOHATBHBIMU CIICITHATTICTAMH.

[IpuBnedeHue crieUaTU3UPOBAHHBIX OpraHU3aIil K pa3paboTKe CPEACTB U peaau3aluu Mep
3amUThl UHPOPMAIIUH, MOJATOTOBIECHHBIX K KOHKPETHOMY BHUIY JESITCIBHOCTH MO OOECICYEHUIO
0e30macHOCTH HH(OPMAITMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUYECKOM PabOTHI U TUIICH3UHN Ha
MIpaBO OKa3aHMsI YCIYT B ATOM 001acTH.

IMpuHIUN MUHEUMU3AIUH TPUBUJIETHIl MOIb30BaTe /el

OO0ecnieyeHue Moab30BaTeel MPUBUICTUSIMH MUHUMAJIBHO JIOCTaTOYHBIMU JIJIsI BBITIOJHEHUS
MMH CBOHUX JIOJDKHOCTHBIX 00s3aHHOCTel B 'BJIOY Ne 40.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIMUTE UH®OPMALINU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3anmuThl MH(MOPMAIMK JOJHKHA IMPEAyCMATPUBATh KOMIUIEKC OPraHU3aIllMOHHBIX,
MPOTrpaMMHBIX U MPOrPaMMHO-AIAPATHRIX CPEACTB U MEp IO 3aluTe MHPOPMAIMK B MPOIIECCE
ee 00paboTKH.

BeimonHenue TpeOoBaHMIA TOCTUTACTCS 3a CUET pealin3aliK Ha 00beKTax WH(OpMATHU3ANN
Mep M0 3aIuTe HHPOpMaIUu:

uacHTH()HUKAIMY U ayTeHTU ()UK CYOBEKTOB JIOCTYIA U OOBEKTOB JIOCTYTIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JJOCTYMA K 00bEKTaM JIOCTYIIa;

OTPAaHUYECHUIO ITPOTPAMMHOM CPEJIbI;

3alIUTE MAIIMHHBIX HOCUTENEH MepCOHANbHBIX JAaHHBIX;

perucTpanuu coObITHII 0€30MaCHOCTH;

AQHTUBHUPYCHOMU 3allINTE;

00HApPY>KCHUIO BTOPXKCHUIA;

KOHTPOJTIO (aHAIK3Y) 3al[UIIEHHOCTH MTEPCOHATBHBIX TAHHBIX;

00€eCTIeueHHUIO 1EJIOCTHOCTH NH(POPMAIITMOHHON CUCTEMBI U TIEPCOHATBHBIX JAHHBIX;

00ecrnevyeHn 0 TOCTYTHOCTH EPCOHANIBHBIX JaHHbIX;

3alIUTHI CPEIbl BUPTyAJIU3AIUH;

3aIIUThl TEXHUYECKUX CPEICTB;

3aIUTHl UHOOPMAITMOHHONW CUCTEMBI, €€ CPEICTB, CUCTEM CBS3U U NIEpelaun JaHHBIX;

BBISIBJICHUIO MHIIUJCHTOB U PEaripOBaHNUE HA HUX;

YIpaBJICHUIO KOHGUTypalue THHOPMAIITMOHHONW CUCTEMBI i CHCTEMBI 3aIlIUTHI TEPCOHATBHBIX
JTAHHBIX.

I'BAOY Ne 40, kak obmagarens uHOOPMAIIUU OTPAHUYEHHOTO JJOCTYIIA, IIPU OCYIIECTBICHUN
CBOMX IpaB 0053aHO:

coOJr01aTh NMpaBa U 3aKOHHBIE UHTEPECHI MHBIX JIUII,

MPUHUMATH HEOOXOIUMBbIE MEPHI MO 3aIUTEe HHPOPMAITIH;

OTpaHWYMBaTh JOCTYyn K HWH(OpManuu, ecild Takas oOOS3aHHOCTh YCTaHOBJICHA
3akoHoaresbeTBOM Pocceuniickont denepanuu.

B tom umcne I'BJIOY Ne 40, BopaBe ecinum WHOE HE MPEAYCMOTPEHO 3aKOHOIATEIHCTBOM
Poccuiickoit denepanuu:

pasperniaTh WK OTPaHUYUBATH JOCTYH K HH()OPMAIUH, OTIPEIETISATh MOPSII0K U YCIOBUSI TAKOTO
JIOCTYTIA;

MCITOJIH30BaTh MH(OPMAIIHIO, B TOM YHCIIE PACTIPOCTPAHATH €€, ITI0 CBOEMY YCMOTPEHHIO;

nepenaBaTth HMH(QOpPMAIMIO JPYTUM JIMIIaM HAa YCTAHOBJICHHOM 3aKOHOJATENIbCTBOM
Poccuiickoit denepanyiu OCHOBAHUY;

3alIUIIaTh YCTAHOBJICHHBIMU 3aKOHOJATENbCTBOM Poccuiickoii Denepanuu crocodbaMu CBOH
mpaBa B cliydae He3aKOHHOTO TOJydeHHUS HHGOPMAIIMH WK €€ He3aKOHHOTO MCTIOIb30BaHMS HHBIMU
JULAMU;



OCYILECTBIISITh MHBIE JEHUCTBHS ¢ HMH(OpManueld Wi pa3pemaTrbh OCYIIECTBICHHE TaKUX
JNEHCTBUM, €CIM OTH JCUCTBUS HE TMPOTHBOpevyaT (QeaepadbHbIM 3aKOHaM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MHQOpPMAlUM  OTPAaHUYEHHOrO JOCTyHa HpPEACTaBIseT CcOOOH  MpUHATHE
OpraHU3aL[MOHHBIX U TEXHUYECKUX MEP, HAIIPABJIECHHBIX Ha:

coOuro/ieHre KOH(pUIECHIMANbHOCTH UH(OpMay (MCKIOYEHNEe HEIpPaBOMEPHOIO JIOCTYIIA,
KOIHUPOBAHUS, IPEJOCTABICHUS WIH PACTIPOCTPAHCHUS MH(POPMAIIHH);

o0ecreyeHne HeJIOCTHOCTH HH(pOpMaluK (MCKII0UEHHE HEIPaBOMEPHOTO YHUYTOXKEHHUS
WA MOJU(PHUIMPOBAHUS HH(DOPMAIIH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMauy (MCKII0U€HHE HEIPAaBOMEPHOI0 OJIOKMPOBAHUS
uHpOpMAaLINN).

CpencTBa 3amuThl MHGOPMAIMKM BHEAPSIOTCS 10 pe3yibTaTaM MPOBEIEHHs OLIEHKU PUCKOB
UH(POPMALIMOHHOM 0€30MaCHOCTH.

Opranusanus 3ammThl HHGOpMaUNu

[Tpu opranuzanuu B 'B/IOY Ne 40 3auuts! nH(OpMaMy, T0JKHBI BRIIOIHATHCS TPEOOBAHHS
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-d3 «O6 wunbopmaruu, HHGOPMAIIMOHHBIX
TEXHOJIOTUSIX M O 3alIUTe HWHPOPMALUU», KOTOPHIE PETryJIUpYIOT OTHOIICHHS, CBS3aHHBIC
C YCTQHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM peKuMa 00pabOTKHU 3aluiaeMoi HH(HOpMaIHH.
B ToMm umcne tpeboBanus 0 3ammre MH()OPMAIMK, HE COCTABIIIONICH TOCYIapCTBEHHYIO TaiHY,
coJepxalieiics B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMax YTBEpXKJIEHHbIE IPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHuU TpeOOBaHMI O 3amuTe WHGOPMAINY,
HE  COCTaBJAIOUIEW  TroCylapcTBEHHYIO  TailHy, coJepxalleiics B T'OCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CHUCTEMax» JUIS TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BAOY Ne 40 sBnsiercss OnepaTopom.

BTBAOY Ne 40, noMuMo peaiau3alMd OCHOBHBIX MeEp 3allluThl HH(OpManuu,
OCYILIECTBIISACTCS:

perynsipHas  OIEHKa M  yIpaBleHHE pHCcKaMu HH(pOpManmuoHHOW  0e30macHOCTH
B COOTBETCTBHMHM C YCTAHOBJIEHHBIMU IPOILETypaMU B 00JIACTH YIPABJICHUS PUCKAMU;

UH(POPMHUPOBAHUE, oOyueHue u MOBBILICHHE KBaJIM(pUKALIU pabOTHUKOB
I'BJAOY Ne 40 B cdepe napopMaimoHHOM 6€30MaCHOCTH;

MeToauYecKass MoMoIlb pabOTHHMKaAM B Bolpocax o0ecreueHus HHGOPMaIUOHHON
0e30I1acHOCTH;

aHAJIN3 U MMOMCK BO3MOKHOCTEH 110 MOBBIIIEHUIO YPOBHS 3alIMILIEHHOCTH HH(OPMAaIIHH.

Jns opranuzanmu 3amutel uHGopManuu, I'B/IOY Ne 40 BmpaBe npuMEHSTH CpeAcTBa M
METO/Ibl TEXHUYECKOM 3aIlMThI, IPEINPUHUMATh JIpyrue, He MPOTUBOpEYalllie 3aKOHOIATEIbCTBY
Poccuiickoi denepanuu, Mepsl.

B pamkax oOecnieueHus 3aiuThl HHPOPMAIMH, B paMKax TPYAOBbIX OTHOLIEHUH HE00X0UMO
03HAKOMUTH O] POCHHUCH PAaOOTHUKOB, TOCTYI KOTOPBIX K MHPOPMALIMU OTPAaHUYEHHOTO JIOCTYTIA,
HEOOXOUM JIJIsl BBIIIOJIHEHUSI UMHU CBOUX JTOJKHOCTHBIX OOS3aHHOCTEH, ¢ IepeyHeM HHpopManuu
OrpaHU4eHHOro AocTyna, u npuHATeIMU B [ BJIOY Ne 40 MepaMu 3amuTel HHGOpPMALIKU.

Oco0eHHOCTH 3alIUTHI NEPCOHATBbHBIX IaHHbBIX

[Tpu opranuzamuu o6padotku B 'BJIOY Ne 40 nepcoHanbHBIX JAHHBIX HEOOXOIMMO
PYKOBOJCTBOBaThCS TpeboBanussMu dDenepabHoro 3akona ot 27.07.2006 Ne 152-d3 «O
NIEPCOHAIBHBIX JaHHBIX.

[lepeuens Mep, BhinosnHeHUEe KoTopbix obecrneunBaeT ['BJIOY Ne 40 B kauecTBe omepaTopa
NEPCOHAIBHBIX JaHHBIX, JOJIKEH BKJIFOYATh:

HazHauenune B ['BJIOY Ne 40 IIpumopckoro paiiona Cankrt-IlerepOypra OTBETCTBEHHOTO 3a
OpraHu3aIuio 00pabOTKU MEePCOHATBHBIX JJAHHBIX;

pa3paboTKy JOKYMEHTOB, ONpPEACIAIONIMX MpaBuiia B OTHOLIEHUH 00pabOTKU NEepCOHATBHBIX
nanHbIX B 'B/IOY Ne 40, nokanbHBIX akTOB 1O BollpocaM 00pabOTKH MEePCOHATIBHBIX JaHHBIX;

NPUMEHEHUE OpPraHU3alMOHHBIX M TEXHHYECKUX Mep MO0 oOecrnedeHHo Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX B COOTBETCTBUHM cO cTarbell 19 DenepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHABHBIX JTaHHBIX,



BBINOJIHEHHE TPEOOBaHUHN MO0 COCTABY M COAEPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep
Mo 00ecTeueHnI0 0e30MaCHOCTH MEePCOHATBHBIX JaHHBIX MPH UX 00paboTke B MHGOPMAIIMOHHBIX
cucTeMax MepcoHaNbHBIX MTaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKJIEHUHU COCTaBa U COJIEP’KaHUs OPTraHU3ALMOHHBIX U TEXHUYECKUX MEp 10 00ECTIeYeHHUIO
0€30IIaCHOCTH TEPCOHANBHBIX JaHHBIX OpU HX 00paboTke B WHPOPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JaHHBIX;

OLIGHKY BpE€Ja, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM IEepPCOHAIBHBIX JaHHBIX
B ciydae Hapymenus PegepanbHoro 3akoHa Ne 152-D3, cooTHolleHHWE YKa3aHHOIO Bpeaa
U MIPUHAMAEMbIX ONEPAaTOPOM Mep, HalpaBJICHHBIX Ha OOECIeYeHHE BBITIOJHEHUSI OOSI3aHHOCTEH,
npeaycMoTpeHHbIX DeaepanbHbiM 3akoHOM Ne 152-D3;

o3HakomieHue pabotaukoB I'B/IOY Ne 40, HenmocpeaCTBEHHO OCYIIECTBIISIONUX 00pabOTKy
NEPCOHAIBHBIX JAHHBIX, C TMOJOXEHUSIMH 3aKoHojaarenabcTBa Poccuiickoit  ®Denepanuu
O TIEPCOHAIBHBIX JaHHBIX, B TOM 4YHCIE TPeOOBAHMSAMHU K 3aIIUTE MEPCOHAIBHBIX JAHHBIX,
JOKyMeHTaMu, onpeaensionmumu  tpedoBanus ['BJIOY Ne 40 B oTHomeHun oOpabOTKH
NEPCOHANBHBIX JaHHBIX U 00yUYeHHE, P HEOOXOAMMOCTH, YKa3aHHBIX PAOOTHUKOB.

ObecnieueHne 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

OlpeNeieHueM  yrpo3 W HapymuTeled  0e30macHOCTH  MEPCOHAJbHBIX  JTaHHBIX
npu ux 00paboTke B UHPOPMALIMOHHBIX CHCTEMaX MEePCOHATIbHBIX TaHHBIX;

OTIpEeNIeICHUEM  YPOBHS  3AIIMIICHHOCTH NEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHHU
¢ TpeboBanusimu [loctanosnenus [IpaBurtenscrBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O0 yrBepkIeHHH TpeOOBaHMH K 3allUTEe MEPCOHATBHBIX JAHHBIX TMpPH HX 00paboTKe
B MH(OPMAILIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX Y,

NPUMEHEHHEM MPOUICIIINX B YCTAaHOBJICHHOM IOPSIKE MPOLEAYpPY OLEHKH COOTBETCTBHUS
CPEICTB 3alUThl HH(OPMAIUK;

OLIEHKOH 2(PEKTHBHOCTH MPHUHUMAEMBIX MEp 1O 3allUTe MEePCOHAIBHBIX JAHHBIX J0 BBOJA
B DKCIUTyaTaIiio THHOPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX IaHHBIX

BOCCTaHOBJICHHEM IEPCOHAIBHBIX IAHHBIX, BCIEACTBUE TOTYYCHUSI HECAHKIIMOHHUPOBAHHOTO
JOCTyTa K HUM;

YCTAHOBJICHHMEM TPABWJI  JIOCTyHa K TNEPCOHAJIBHBIM  JaHHBIM, 00pabaThIBA€MbIM
B HMH(pOPMAIMOHHBIX CUCTEMaxX IMEPCOHAIBHBIX JAaHHBIX, a TaKkKe OOECIeYeHHEM pEerucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMaxX
NEPCOHANBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMI MEPaMH T10 3aIIUTE TIEPCOHANBHBIX TaHHBIX U OTPEICICHHOTO
YPOBHSI 3aIMIICHHOCTH HH()OPMALMOHHBIX CHCT€MaX [EpPCOHAIBHBIX JaHHBIX B IpoLEecce
ee IKCIUTyaTaluy.

5 OCHOBHBIE TPEBOBAHMUS K ITIPOHECCAM OBECIIEYEHU A
WH®OPMAIIMOHHOMN BE3OIMACHOCTH

Metoanyeckoe pyKoBOJICTBO, pa3pabOTKy pelleHui mo 3ammre HHGopMalim, coraacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTENBHON TEXHHKH, MPOTPAMMHBIX U MPOTrPaMMHO-aNNapaTHBIX CPEICTB
3alIUThl UH(OPMAIMK, OPraHU3alMI0 paboT IO BBISBICHUIO BO3MOXHOCTEH U MPEIyNpeKACHUIO
YTE€YKH U CBOWCTB 3amuiiaeMod wuHdOpMaIuu, aTTecTaluio O0BEKTOB HHGPOPMATHU3AIUU
OCYILIECTBIISIOT KOMIIETEHTHBIE CTPYKTypHBIe noapazaeneHus ' 5JIOY Ne 40.

Pusnyeckas 0e30MaCHOCTH

[TpuHsTBIE OpraHNU3allMOHHBIE U TEXHUYECKHE Mephl 1o 3amure nomemenuit I'6/I0Y Ne 40,
CEpBEpHOr0 M KOMMYTAllMOHHOTO OOOpYJOBaHMs, AaBTOMAaTHU3UPOBAHHBIX pabOYUMX MecT
nojb3oBarenel nHpopmannoHHbix cucreM ['BJIOY Ne 40 oOecrieunBarOT pean3anuio CIeayonx
Mep MO:

pasrpaHuyeHuIo Joctyna padoTHukoB B momeuieHus ['BJJOY Ne 40 B cooTBETCTBUU C HX
MOJIHOMOYMSIMU U TOJKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpaniiu (akToB BXOJa pabOTHHKOB B IOMEIIEHUS B KOTOPBIX BeeTcs oOpaboTka
NEPCOHAIbHBIX JaHHBIX;



KOHTpoHpyeMomy rpedbiBannto moctopoHHuX Juil B [BIOY Ne 40 B momenieHus1, B KOTOPBIX
BeneTcss 00paboTka MH(OpMAIMKM OTPAaHUYEHHOTO JOCTyNa M pa3MElIeHbl amnmapaTHhIE CPEICTBa
UH(POPMALIMOHHOM CUCTEMBI;

OpraHHU3aIly pexXruMa KOHTPOJIUPYEMOTro BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAIIHH.

[Tomemenuss I'BJIOY Ne 40 nomxHbl OBITH O0OpYJOBaHBI JAETEKTOpPaMHM OTHS U JbIMA,
OTHETYLIUTEIISIMU, CHUCTEMaMH KOHIULIMOHUPOBAHMS BO31yXa, CPEICTBAMH OXPaHHO-TOKapHOU
CUTHAJIM3aLUU.

OcHoOBHOE cepBepHOe M KoMMmyTainmoHHoe oOopymoBanue I'BJIOY Ne 40 nomkHO OBITH
3alIUIIEHO OT Iepe0oeB B TMOAaye DJIEKTPOIHEPTUU MYTEM IOAKIIOUEHHS K 3JIEKTPOCETH C
NPUMEHEHUEM HUCTOYHHKOB OecriepeOOiHOr0 MUTaHUS M PE3EpPBHOrO JU3EIb-TeHepaTropa.
Hcrounnku OecriepeOOWHOr0 MUTAaHUA HEOOXOAWMO pETYISPHO TECTUPOBAaTh M IPOBEPATH
ynosHoMo4eHHBIM paboTHHKaM ['BJIOY Ne 40 B cOOTBETCTBUHM C pEKOMEHIAMSAMU TPOU3BOUTEIIA.

[TopTaTUBHBIE TEXHUYECKUE CPECTBA HE TOJIKHBI OCTABaThCS 3a IIpeieaMi KOHTPOIUPYEMOI
30HbI KoMuTeT 6€3 KoHTpOoJIst co ctoponbl padoTHrKoB ['BJIOY Ne 40.

Be3onacHocth Ha paGoueM mecTe

3anpemiaercs BECTHU 3alKMCh MApPOJIEW B OTKPBHITOM BHUAE HA MaTE€PUAIbHBIX HOCHUTEIS,
3a UCKJIIOUEHUEM CIIy4aeB, PETrIaAMEHTUPOBAHHBIX METO/I0B XPaHEHUSI.

JIOKyMeHTbl ¥ HOCUTENIM C HH(OpMalMel OrpaHMYEHHOTO AOCTYyNa IOJKHBI YOHpaThCs
B oOmnecuaTbiBacMble MecTta (ceddbl, mkadbel W T.aI.), NOpH yXxoiae ¢ pabodero mecra.
Ha aBromaTtusupoBanHom pabouem mecte [lonb3oBarens pabouas ceccusi JoKHA OBITH MPEpBaHa,
pabouunii cton 3abmokupoBaH. Bxoj mosib30BaTeNsi B CHUCTEMY HE JOJDKEH BBITOIHATHCS
ABTOMAaTUYECKH.

JloKyMeHTBI, cofiepsKaliye nHHOpPMAaLIUI0 OTPaHUUYEHHOT0 JOCTYIa, JOLKHBI Cpa3y U3bIMaThCs
U3 TMeyaTallux ycTpoucTB. g yTwim3anuu KOH(PHUIECHIIUANBHBIX JIOKYMEHTOB, JOJKHBI
UCIIOJIb30BAaThCSl YHUUTOXKHUTENIU JIOKYMEHTOB HE HUXE 4 YpOBHS IO CTaHAapTy O€30MacHOCTH,
MPUMEHSAEMOMY K YHUUTOXUTENSIM JTOKYMEHTOB.

[Ipy wucnonb30BaHMM MOOWJIBHBIX TEXHUUYECKUX CPEJICTB HEOOXOIUMO  COOJII0IaTh
JOTIONTHUTEIbHBIE MEphl MO PErjaMeHTallMd W KOHTPOJIO HCIOJIB30BaHUS B HH(POPMAIIMOHHOM
cHCTEME MOOMJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHne npencraBuTeNeld IOPUAMYECKHUX JIMI B pPaMKax MCIOJIHEHHS JIOTOBOPHBIX
0053aTeNbCTB B IOMEILEHUSX, B KOTOPBIX BeleTcsl 00paboTka MHPOpMAIIUU OTPaHUUYEHHOT0 JOCTYIIa
MH(POPMALIMOHHOM CHCTEMBI, BO3MOXKHO TOJILKO B colpoBokaeHuu padotHuka ['BJJOY Ne 40,
JIOTIYIIIEHHOTO /10 00pa0OTKHU Takoi HH(OPMALIUH.

Pa3zmemienue TeXHUYECKUX CpeACTB BbIBoAa MH(popmamuu B nomemeHusx ['BAOY Ne 40
MPOU3BOJUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHM3YyaJbHOTO IPOCMOTpa HHGOpMaluu
MOCTOPOHHUMH JIMIIaMU U paOOTHHUKAaMU, HE IOMYIIEHHBIM K padoTe ¢ JaHHOM HH(OopMaIHeH.

TexHuueckue cpesicTBa JOJIKHBI pa3MeNIaThCsl U XPaHUTHCSA TAKUM 00pa3oM, UTOObI COKPAaTUTh
BO3MO>KHBIN PUCK ITOBPEKICHMS M YTPO3bl HECAHKIIMOHMPOBAHHOI'O IOCTYIIA.

Texnuueckoe 006cIy:;kuBaHNe 000Py10BaHUSA

Texaunueckue cpenctsa '6IOY Ne 40 nomkHBI TPOXOAUTH HA PETYISIPHOM OCHOBE CEPBUCHOE
00CIyXKMBaHUE B COOTBETCTBUH C PEKOMEHALIUSAMHU IPOU3BOAUTENEH 000py10BaHUS.

PeMOHT u cepBHCHOEe OOCIyXUBaHHE OOOPYAOBAHUS JOJDKHBI BBITOJHATHCS TOJBKO
KBaJIM()ULMPOBAHHBIMU CIIEIMATTUCTAMH.

TexHuueckoe 0O0CTyKUBaHHE OOOPYAOBAaHHS CTOPOHHHUMH OpPraHM3alMsSIMU HE JOJDKHO
MPUBOJIUTH K PUCKY HAPYIICHUS KOH(PUIEHIUAIBHOCTH 3aIIMIIaeMON HH(OpMaLIUH.

B3auMoaeiicTBHE ¢ TPETHUMHM JIULAMU

B nensx o6ecneuenus nadopmarmonHoit 6e3onacHoctu I'bJIOY Ne 40 mpu B3auMoaeiicTBUN
C TPETHUMHU JINLIAMH JOJKHO BBIIIOJIHATH CIIEIYIOIINE MEPOIIPUATHS 110!

3aKJIIOUYEHUIO COTJIAIlIEHHs O HepasMylalleHMH WHQOpMaluu OrpaHUYEeHHOIo JOCTyIa
MOJIy4EHHOM B XOJIe MCTIOJHEHUS IOTOBOPHBIX 0053aTENIbCTB,;

OCYIIECTBJICHUIO KOHTPOJS 3a JEUCTBUAMU MpEACTaBUTEICH KOHTPAareHTOB B Ipelesax
koHTponpyemoii 30861 ' BJIOY Ne 40.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHPOPMALMOHHBIX CHCTEM



MeponpusTtast B mpolecce *XU3HEHHOTO Iukia uHpopMaruonHsix cucrem I'BJIOY Ne 40
JOJDKHBI OBITh HampaBiIeHbl Ha oOecledeHue 3aluThl MH(OpMAalUMM IpU BBOJAE B JACHCTBUE,
AKCILTyaTalH, COIPOBOXKACHUH U MOJIEPHU3ALIUH, BBIBOJA U3 IKCIUTyaTallUH.

OcHoBaHMeM IIpU pPa3pabOTKe HH(MOPMALMOHHBIX CHUCTEM JOJDKHBI SIBIATHCS PELICHMS
OpUHATBIE Ha cTaaud (GOopMHpOBaHUS TpeOOBaHWHU, conepKaliue TPeOOBAaHUS B TOM YHUCIE
0 CHCTEME 3aILUThl HTHPOPMALIUH.

JIro6oe maaHupyemMoe K BHEIPEHUIO U3MEHEHNE MH(POPMAITMOHHOW CUCTEMBI IPEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHAJU3UPOBAHO HA  COBMECTHMMOCTb U OTCYTCTBHE  HapyLIeHUH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3AIUTHI HHPOPMALIUH.

PaGoTsl 1o MonepHu3anuu HMHGOPMALMOHHOM CHUCTEMbI, B TOM 4YHCIE [0 YCTaHOBKE
POTPaMMHOTO 0OecTieueHusi U OOHOBJICHUH, TOJKHBI IPOBOJUTHCS B HEpaboyee BpeMsl HITH BpeMs
HaMMEHbIIICH pabouel Harpy3KHu.

[lpu BbIBOOE W3 OHKCIUTyaTallMd HMH()OPMAIIMOHHBIX CHUCTEM JIOJDKHO OOECIIeYMBaThCs
rapaHTHUPOBaHHOE yjajieHue 00padaThIBaeMOM U XPAaHUMOW B HUX MH(OPMALIMU C HCII0JIb30BaHHEM
CPEACTB TapaHTHUPOBAHHOTO YHUYTOXEHUS MH(POPMALMU WIM MyTeM (PU3UUECKOTO0 YHHUYTOKCHHUS
HocuTenel nHpopMarum.

Bcee mponenypst obOecrnieueHust 3amuThl WHGopManuu, yctaHoBieHHsie B ['BJJOY Ne 40,
B OTHOLIEHMM HH(POPMALMOHHBIX CHCTEM, JOJDKHBI BBINOJHATHCS M KOHTPOJUPOBATHCA
OTBETCTBEHHBIMH JIMIIAMH 32 OPTaHU3ALNI0 PA0OT 1O 3alKTe HH()OPMAITHH.

KonTpoJs nocryna k HH(pOpManMOHHBIM CHCTEMaM

Bce paborauxu I'BAOY Ne 40, momymieHHbIe K paboTe ¢ MHPOPMALMOHHBIMH CHCTEMaMH
HECYT IEpPCOHAIbHYIO OTBETCTBEHHOCTh 3a HAapYyLICHHUsS YCTAaHOBJIEHHOTO IOpsAJKa 0O0paboTKU
uH(pOopMaLIUH.

YpoBeHb MOJTHOMOUYUIN MOb30BaTens B nHpopmanuoHHou cucreme I'BJIOY Ne 40 nomxen
OIPEAEIATHCSA B COOTBETCTBUU C €r0 JOHDKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn mnonb3oBateneit k wuHpopmammoHHbiM cuctemam ['BJIOY Ne 40 pgomken
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM HH(OPMAITHOHHON CHCTEMBI.

Ocy1ecTBieHHE PEryJISIPHOIO KOHTPOJIS BBIOJHEHHUS OpraHU3aliOHHO-PACIOPAIUTEIbHBIX
JOKYMEHTOB, KAaCalOIIMXCSl periaMeHTanuu jomycka pabotaukoB ['BJIOY  Ne 40 «k
UH(POPMALIMOHHBIM CUCTEMAM.

HNnentudguxanusa u ayreHTHGUKALUA

JocTtyn mnosib3oBareneil K MH(GOPMAIMOHHBIM CHCTEMaM JOJDKEH MPEeAOCTABIATHCS TOJIBKO
1oCJIe YCHEHIHOTO 3aBepIICHUs UICHTU(PUKALUY, AyTeHTUPUKALIUH.

[Tony4yeHue mnonb3oBaTeieM HMMEHHM B HH(GOPMAIMOHHOM CHUCTEME M MapoJis, KOTOpbIe
o0ecneunBaroT IOCTYI K HH()OPMALIMOHHOW CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIMTEIS CTPYKTYPHOTO IOAPA3ACICHUS.

YupasiieHue 10CTynoM

B I'BAOY Ne 40 nomkHO OCYHIECTBIATHbCA YIpPaBiI€HHE IOCTYNOM K HH()OPMAIMOHHON
CUCTEME IOCPEACTBOM peaju3allid HEOOXOJAWMBIX METOJOB, THUIIOB W IpaBWJ pa3rpaHUYECHUS
J0CTyna moJp3oBarensiM uHpopmanuoHHoi cucremsl I'B/IOY Ne 40. B Ttom uucne obecrieueH
3alllMIICHHBIA YAaJeHHBIH JOCTYNl CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyIlla 4Yepe3 BHEIIHHE
UH(POPMALIMOHHO-TEIEKOMMYHHUKAI[IOHHBIE CETH.

Be3onacHocth npu padore ¢ HOCUTEIAMH HHPOPMALMH

Pabotauku ['BJIOY Ne 40 momkHBI MCIONB30BaTh TOJBKO YYTEHHBIE ChEMHBIE MAIIMHHBIE
HOCHUTENN WHGOPMALUU 7S BBINOJHEHUS CBOMX JOJDKHOCTHBIX OO0si3aHHOCTeW. Mcronb3oBaHue
ChEMHBIX MAalIMHHBIX HocuTeneld napopmanuu B ['BJJOY Ne 40 B MHBIX LETSAX CTPOTO 3aIPEIICHO.

CbpeMHbIe MallIMHHBIE HOCUTENH HH(OPMALIUU JOKHBI XPAaHUTCS B ONEYaThIBAEMbIX IIKadax,
B TIOMEIIEHUSAX B KOTOPBIX PEAYCMOTpeHa 00paboTKa HHPOPMAIIMK OTPaHUYEHHOTO JOCTYIIA.

B cnydae kpaku WM MOTEPU ChEMHOI'O MAIIMHHOTO HOCHUTENS MHPOPMAIINH, a TaKKe MHBIX
UHIMJICHTOB, KOTOpbl€ MOTYT MPHUBECTH K HAPYIIEHUIO CBOWCTB HH(OPMALUU OTPaHUUYEHHOI'O
JO0CTYyMa, JOJKHBI IPOBOAUTHCS MEPOIIPUSATHS 110 PACCIeIOBAaHUIO TAKUX HHIUCHTOB.



[Tpu BBIBOAE M3 AKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCHUTENS WH(POpPMAallUH, BCE TaHHBIE,
XpaHsAIIMeCcs] Ha HEM, JOJDKHBI ObITh yJaleHbl ONpPENeIEHHON KOMHUCCHEH M3 uHcia paOOTHUKOB,
CPeACTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUSI HHPOPMALIUH.

@daKkT yHUYTOXXEHUS HMH(POpPMALMM HA CHhEMHOM MALIMHHOM HOCUTeNle HH(OopManuu
¢ukcupyercs B akre 00 YHHYTO)KEHHHM HHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanus co0bITHI

B TBAOY Ne 40 pomxkHa OCYIIECTBIATHCS PETUCTPAllMA COOBITHH  0€3011acHOCTH
Ha Bcex KommoHeHTax uHpopManmonHbix cuctem ['BJIOY Ne 40, B koropbix oOpabaTrhiBacTcs
3amuiaeMas HHpopmaus.

AHTHBHPYCHas 3a1IMTA

B nensx oOHapyxeHHs W ycTpaHeHHs] BpemnoHOCHBIX IporpamMm B I'BJIOY Ne 40 momxHbI
UCTIOJIB30BAThCS CPENICTBA AaHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

OO0s3aTeIbHOMY KOHTPOJIO CpPEACTBOM AHTUBUPYCHOHM 3alliuThl MH(MOPMALUMU 1OJKHA
nojuiexarb Jr00as wuHpopMmanus (TEKCTOBbIe (ainbl o0bIX ¢dopmaroB, (aiiasl JaHHBIX,
UCTONHAEMBIe (aiibl), Modydyaemass W IepelaBaeMas I10 JIOKaJIbHON BBIUMCIUTEIBHOW CETH
B TOM 4YHCJ€ U CETAM OOILEro Mojib30BaHUs, a Takxke MH(pOpMalus, XpaHHMas Ha ChEMHBIX
MAaIMHHBIX HOCUTEJIAX UH(OPMALIHH.

[Tpu ycTaHOBKE IPOrpaMMHOT0 00ecrieYeHNs UM €ro OOHOBJIEHHSI Ha CEBEPHOE 000py10BaHUE
JIOJDKHA aBTOMATUYECKH BBIMOJHATHCS IPEABAPUTEIbHAS IPOBEPKA JAHHOIO IPOTPaMMHOIO
oOecrnieueHus Ha OTCYTCTBHE BPEIOHOCHOTO MPOrPaMMHOI'0 00ECIICUEHUS.

OOHoByeHue 0a3 CUrHATyp Ui CPEACTBa AHTMBMPYCHOW 3alUThl MH(OPMALMU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tonws3oBarenu oe3 npas aJIMUHUCTpATOpPA UH(POPMALIMOHHON CHCTEMBI
I'BJAOY Ne 40 He nOMKHBI WMETh BO3MOXKHOCTH TIOJIyUEHHs JOCTyNa K KOH(pHTrypanuu
AHTUBHMPYCHOT'O CPEACTBA 3AIIUTHI WIIH €r0 OTKJIIOUYCHHUS.

KoHTpoJib 3a11MIIIeHHOCTH NePCOHAIBHBIX JAHHBIX

B mensx uckitoyeHMs SKCILTyaTallMd YsA3BMMOCTEH MPOrpPaMMHOI0 00ECHeueHUs! JOJDKHBI
OPOBOIUTCS pabOTHI 1O BBIABICHUIO, aHANM3y YSI3BUMOCTEH WMH(OPMAIIMOHHONW CHCTEMBI
U OIIepaTMBHOE YCTPAHEHUE BHOBB BBISIBIEHHBIX YSI3BUMOCTEH. B TOM 4ncie opranuzaius KOHTpOJIs
YCTaHOBKHM OOHOBJICHHS POTPAMMHOI0 00€CIIeYeHHsI BKII0Yast CPEJICTB 3alUThl HH()OPMALINH.

Hcnonb3oBaHue NporpaMMHOro odecre4eHus

Br16op nmporpamMmmHoro obecrniedenust aisi npousBoaAcTBeHHbIX HYXI ['B/IOY Ne 40 nomxen
IIPOU3BOJUTHECS B NPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOTO B ENMHBIN peecTp pOCCHMCKHUX
IIPOrpaMM JUIsl 3JIEKTPOHHBIX BBIYMCINTENBHBIX MAILIUH U 0a3 TaHHBIX. B ciydae orcyTcTBUs aHanmora
B EnnHOM peecTpe pOCCHICKMX MpOrpaMM Uil SJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAallWH
1 0a3 JaHHBIX JI0IYCKAETCS UCIOIb30BaTh IPOrPaMMHOT0 00ecredeHre UMIIOPTHOTO IIPOU3BOCTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckon 3aiuThl HHpopManuu

Obecnieuenue 3amuThl HHGOPMALIMY OTPAHUUEHHOTO JIOCTYINA OT PacKpbITUs, MOJU(PUKALIUN
U HaBs3bIBaHUA (BBOJA JIOKHOW HMH(popManMM) NHpu ee mnepenade (MOATOTOBKE K Iepenaye)
[0 KaHajaM CBSI3M, HMEIOLIUM BBIXOJ| 3a MpeAeNbl KOHTPOJHWPYEMOM 30HBI oOecreurnBaeTcs
NPUMEHEHHUEM CPEICTB KPUNTOrpaduyecKkoi 3ainThl HHPOPMALIUH.

[Tpuobperenue cpeacts kpunrorpapudeckoid 3amuTsel uHPopMmaiuun ['BIOY  Ne 40
OCYILIECTBIISIETCS HA OCHOBAaHUU JIOTOBOPOB M KOHTPAKTOB C JIMIAMH HMMEIOIIMMU JI€HCTBYIOIIYIO
munensuto @Cb Poccunm Ha ocymiecTBieHUE JAEATEIbHOCTH MO pa3paboTKe, MPOU3BOJICTBY,
pacrpoCTpaHEHUI0 MHU(POBANBHBIX (KPUOTOIpapUUECKUX) CPelICTB, MHPOPMALMOHHBIX CHUCTEM
U TEJIEKOMMYHHMKAIMOHHBIX CHCTEM, 3alUIIEHHBIX C HCIOJIb30BAHUEM MU POBATHHBIX
(kpunTorpaMUecKux) CpPeACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYTr B OOJIaCTH IIU(POBAHUS
uH(pOpMalliK, TEXHUYECKOMY OOCITYKMBAaHUIO MIHPPOBAIBHBIX (KPUNTOrpaUUECKUX) CPENCTB,
MH(POPMALIMOHHBIX CHUCTEM M TE€JIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIMIICHHBIX C MCIIOJb30BaHHEM
MUPPOBAIBbHBIX (KpUNTOrpaduUYecKrX) CPEeACTB (3a HCKIIOYEHHEM Cllydas, €CIH TEeXHHYECKOe
oOciy)xuBanue MUQPOBATBHBIX (KpUNITOrpahuUecKux) CpeAcTB, HH(OPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHUKAllMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BaHUEM MU (POBAIBHBIX



(kpunTorpaMUecKux) CpEICTB, OCYILECTBISAETCS [uid OOecreyeHus: COOCTBEHHBIX HYXKI
IOPUJINYECKOTO JINIA WK UHANBUAYAIbHOTO MPEAIPUHIMATENS).

B mensax opranmzammu M oOecrieueHUM Tepenaud WHPOpPMALKMKM 1O KaHajlaM  CBSI3U
C HCIOJb30BaHUEM CPEICTB KpUITOrpaduuecKkoil 3amuTbl MHGOpMALUU, a TaKKe BBITOJHEHMS
muneH3noHHbix TpeboBanuiit ®Cb Poccum B I'BJJOY Ne 40 momxkeH OBITH cO3laH OpraH
KpUITOrpa(uuecKoi 3aluThI.

[Topraneusie pemenust 'BJIOY Ne 40 ¢ BO3MOKHOCTBIO JOCTYIIA C C€TEN OOIIET0 MOIb30BaHUS
JIOJDKHBI B NPHOpUTETE pa3pabaThIBaThCs C OpraHU3alMell 3allUIIEHHOro KaHaja IOCPEeICTBOM
npotokoina TLS ¢ mogaepxkoit anropurmoB 'OCT 34.10.

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJeKTpOHHAs oYTa JOKHA Henonib3oBaThes B ['BIOY Ne 40 ¢ nenpro opranu3anuu oOMeHa
JIEKTPOHHBIMU ~ COOOICHUSMU ~ MEXAy paOOTHUKaMU U cyObeKTaMM HMH()OPMALMOHHON
0€30MacHOCTH.

[Tpu BcrIoNIb30BaHUM HIEKTPOHHON IIOYTHI 3aIIPEILACTC:

oOMeH nHpopMaIme 1Jis CIIy>KeOHOTO TOJIb30BaHus, a TaKXKe HH(POpMAIMel OrpaHUuIEHHOTO
JOCTYTIa;

MPEIOCTABIICHUE IOCTYIIA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOM
3allACU TPETHUM JINLIAM;

nyOIMKaIUsl CBOEro CIIy’KEOHOTo ajpeca AJIEKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTalorax,
Ha [TIOMCKOBBIX MallIMHAX U APYTUX pecypcax ceTu VIHTepHEeT B LIeNAX, HE CBA3aHHbBIX C HCIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJIHUCKA IO 3JIEKTPOHHON TOYTE Ha Pa3jIUYHbIE PEKJIaMHbIE MaTEpUabl, JINCThl PACCBUIKH,
AJIEKTPOHHBIE KYpPHAJIbl M T.J., HE CBS3aHHbIC C BBHIIOJHEHUEM IOJIb30BATENIEM JOHKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBHIMOJHEHWE) (aiIoB, MOMYYEHHBIX IO DJEKTPOHHOH TOYTe
WIn H3 pecypcoB ceru HMHrepHer, 0e3 npeABapUTEIbHONW MPOBEPKHM HUX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHusA

I'BAOY Ne 40 ocraBmsier 3a co0OW TpaBO OJIOKHUPOBATH WM OTPAaHUYMBATH JIOCTYII
paOOTHUKAaM K CeTsIM CBSI3M OOILEro IOJIb30BaHMs, B TOM 4ucle ceTh MHTepHeT, colepikaHue
KOTOpPBIX HE HMEEeT OTHOIIEHMS] K WCIOJHEHHUIO JIOJDKHOCTHBIX O0O0s3aHHOCTEH, a Takke K
UHQOPMALIMOHHBIM ~ pecypcaM, COJEp)KaHHEe W HalpaBJIEHHOCTh  KOTOPBIX  3alpelleHbl
3aKoHoAarenbcTBOM Poccniickoit denepanum.

Nudopmanus o nocemaembix padotHukamu ['BJIOY Ne 40 mHpOpManMOHHBIX pecypcoB
IIPOTOKOJIMPYETCS JUIsl MOCIEAYIOIIEro aHaINU3a U, IPU HE0OXOJMMOCTH, MOXKET OBITh IIPE/ICTaBICHA
PYKOBOIMTENSAM CTPYKTYPHBIX MNOApa3ieicHuid, a Takke pykopoguteno ['BJJOY Ne 40 mua
KOHTPOJISL.

ITpu ncnionb3oBanuu cetu MHTEpHET 3anpenieHo:

ucnoiab3oBath npenocrasieHHbId [ BJIOY Ne 40 noctyn B cetb UHTEpHET B TMYHBIX LENSIX;

MCII0JIb30BaTh HECAHKIIMOHUPOBAHHBIE IIPOrPAMMHBIE U IIPOrPaMMHO-AINIapaTHBIE CPENCTBA,
MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTh MHTepHeT;

nyOJIMKOBaTh, 3arpykaThb M pPACIpOCTPaHATh MaTepualibl CoJepKalllie HeIO0CTOBEPHYIO
undopmanuo o ['BAOY Ne 40, a Takxke danbcuduinmponats cBoit [P-anpec.

Pe3epBHOE KONMPOBaHMeE M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHNEe PE3EPBHOI0 KOMUPOBAHHUS JIOJDKHO OCYILIECTBIIATHCS IS

uHpopmanuu oOpabaTeiBaeMoil Ha (aiJloBOM cepBepe M cepBepe INPHIOKEHU,
MH(OPMALIMOHHON CUCTEMBI,

paboyux MecCT aAMUHUCTPATOPOB HH(POPMAITUOHHON CHCTEMBI.

Yacrota U pexUM pe3epBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOObI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX M ONepaTUBHOE BOCCTAHOBIICHUE.

HacTtpoiika pe3epBHOro KOMMPOBaHUS U BOCCTAHOBJICHUSI PECYPCOB HUH(POPMAIIMOHHBIX CUCTEM
I'BAOY Ne 40 nomkHBI IPOBOIUTH yroHOMOYeHHbIe paboTHUKY ['B/IOY Ne 40.



PezepBHOE  KOMUpOBaHHME JIOJDKHO  OCYIIECTBIATBCS B~ ABTOMAaTHYECKOM  PEKUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELHUAIN3UPOBAHHOIO CPEICTBA PE3EPBHOTO KONUPOBAHHUS
C JEHCTBYIOUIMM CEpTU(UKATOM COOTBETCTBUS N0 TpeOOBaHUSAM Oe30macHOCTH MH(OpMAIUU
OCTOIOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPONECCAM YIIPABJIEHU A
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MonnTopuHT HHPOPMALMOHHO 6€30I1aCHOCTH

Ha nocrostHHOI OCHOBE NIOJDKEH NMPOBOAMTHCS KOMIUIEKCHBIM aHaiau3 (PyHKIMOHHPOBAHUSA
uHpopmanmonHo cucrembl ['BJIOY Ne 40 u Bo3HUKaOmUX COOBITHH HH(DOPMAIIMOHHOM
0€30I1aCHOCTH.

[Iporiecc MOHUTOpPHHra CHCTEMbl oOecrieueHHs] MH()OPMAIMOHHOW OE30MaCHOCTH JIOJIKEH
BKJIIOYATh B C€0s1 KOHTPOJIb OPIaHU3ALMOHHBIX U TEXHUYECKUX MEp I10 3aluTe HHPOpMAaLU, aHAIIU3
napamMeTpoB KOH(PUTYpAIIMH U HACTPOHKHU CPEICTB 3aIIUTHI HHPOPMAIIHH.

[Ipy npoBeNEHUM KOHTPOJIBHBIX MEPOIPHATHH, CBS3aHHBIX C OLIGHKOW peaau3aluu Mep
no 3amure uHpopmanuu B [BZI0Y Ne 40, ynomHOMOUeHHBIE paOOTHUKH JOJKHBI TPUICPKUBATHCS
CJIEYIOIIUX IPUHIUIIOB!

He HapymaTth QyHKunonupoanue aesreabHocTa [ BOY Ne 40;

JEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPIaHU3ALMOHHO-PACIOPSAAUTEIbHBIMU
nokymentamu ['B/I0OY Ne 40 no 3amure nadopMmanym;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHOMN O€3011aCHOCTH;

O0(QOPMIISITh OTYETHI, TOATBEPKIAIOLINE BHIITOJIHEHNE MEPOIPUATUH 110 3alUTE HHPOPMALIH.

Wudopmanus, NodydeHHas B XOJA€ MPOBEACHUS KOHTPOIMPYIOUIMX MEpPONPUATHH
0 JIEHCTBHSIX, COOBITHSIX M TapaMeTpax, MMEIOIIMX OTHOUICHHWE K peali3alui Mep IO 3alluTe
uHpOpMaLUK, JO0DKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIOUIMX IOJy4eHHE
K HEell HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JITaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HH(OPMALMOHHON 0€30IacHOCTH
JIOJIKEH MPOBOJUTHCS, IO BO3MOXKHOCTH, C MCIOJIb30BAaHUEM CHUCTEMbl MOHUTOPUHIA MHIIUJIEHTOB
MH(POPMALIMOHHOM 0€30IacHOCTU WM BCTPOEHHBIX MEXAaHM3MOB HACTPOMKH M ayauTa COOBITUH
B IPOrpaMMHBIX M IPOTrpaMMHO-aNMapaTHBIX CPEACTBaX, HCIOIb3YEMbIX B HH()OpPMAIMOHHON
undpactpykrype ['BJIOY Ne 40.

YnpasJieHue puckamMu

OnpeneneHue BHYTPEHHUX TpeOOBaHMH MO 3amuTe MHGOPMALUH, JOKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax MpPOBEICHHUS aHAJIW3a PUCKOB HApYIIEHHUsS OCHOBHBIX CBOWCTB 0€30IacCHOCTH
Ui uHGopMannoHHbIX pecypcoB I'B/IOY Ne 40.

OCHOBOH OLIEHKH PHCKOB JIOJDKHA OBITH OLIEHKA YCIOBHM U (aKTOPOB, KOTOPHIE MOTYT CTaTh
NPUYMHOM HapyIIeHUs LIeJTOCTHOCTH, KOH(UASHIIMATBHOCTH U JOCTYIHOCTH JJIs1 HH(POPMAIIMOHHBIX
pecypcoB ['BIIOY Ne 40.

Pe3ynpTaToM mpoBeleHUs aHAIM3a PUCKOB JOJDKEH ObITh pa3pabOTaHHBIA KOMIUIEKC Mep,
HAIpaBJIEHHBIX Ha CHWKEHHE BO3MOYKHOTO HETaTHMBHOI'O BIIMSHUS HA OCHOBHYIO JESTEIbHOCTH
I'BAOY Ne 40 npu peanusanuu TOM WiIM HMHOM yrpos3bl Oe3omacHOCTH HH(OpMauu u
o0OecrieunBalOIIUX B JajbHEHIIEM JOCTAaTOYHBIA YpPOBEHb 3alllMIIEHHOCTH HWH(POPMAIIMOHHBIX
cuctem 'BZIOY Ne 40.

Ynpasienue HHUMIeHTaMH HHGOPMALMOHHOI 6e30MacCHOCTH

s obecniedennst 3pPEeKTUBHOTO pa3pelieHus MHIIMICHTOB HHPOPMAIIMOHHONW 6€3011aCHOCTH
B I'BJIOY Ne 40, MMHMMHM3allMM TOTEPh W YMEHBUIEHUS PUCKA BO3HUKHOBEHHMS IOBTOPHBIX
UHIMJEHTOB  JIOJDKHO  OCYILECTBIISATBCS  YNpABIEHUWE  WHIMJIECHTaAMH  HMH(OPMAIMOHHON
0€30I1aCHOCTH.

Jns yrpaBieHUs MHUMZACHTAaMH HH()OpMAIMOHHONW O0e30MacHOCTH JI0JDKHA OBITh CO3JaHa
ci1y’k0a MOHMTOPHHTIA M pearupoBaHUs Ha MHUUACHTHI HHPOPMAIIMOHHON 0€301acHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEICTB M MEpONpUATUH A cOopa W KOHCONMMIAUMU HH(POpMaIuu
00 MHLMJEHTaX pelIaeT JaHHYI0 3ajady. B OTHOIIEHHWH Ka)XXAOro MPOU3OMIEIIEr0 HWHIUICHTA
paOOTHUKaMU U3 CIOyKXObl MOHUTOPMHIA M pEarupoBaHUs Ha HWHIMJIEHTHl WH(POPMALMOHHOM



0€30IaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIN HHIUACHT.

AyauT cuctembl o0ecniedyeHrst HHPOPMALMOHHOI 6€3011aCHOCTH

B memsx omenkum Tekyimiero ypoBHs uH(popManuoHHoi Oe3omacHoctr I'BJIOY Ne 40 nHa
PETYJSIPHOIM OCHOBE JTOJKEH MPOBOIUTHCA ayJUT WH(POPMAIIMOHHOI O€30MaCHOCTH.

BHyTpeHHUE ayauThl JOJDKHBI BBITONMHATECSA padoTHUKamu ['BJIOY Ne 40. B uuncno 3anay,
pelaeMbIX U NPOBEICHNH BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOI 0€301acHOCTH, BXOIAT:

cOOp M aHaAJIMU3 HMCXOIHBIX JIaHHBIX OO0 OpPraHM3alMOHHOW M (PYHKIMOHAJIBHON CTPYKType
UH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3aIlIUTHI HH(POPMAIINY,

aQHAJIN3 YTBEPXKICHHBIX OPTraHU3allMOHHO-PACTIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
uHPOPMALIUK HA TIPEAMET UX MOJTHOTH U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
0 UX 10pabOTKE UK pa3pabOTKHU HOBBIX;

o0ocHOBaHME (PUHAHCOBOM S(PPEKTUBHOCTH BHOBH IPHOOPETAEMBIX CPEICTB 3aAIIUTHI
uHpopmanuu;

NPOBEPKa MPaBHIILHOCTH BEIOOpa M HACTPOMKHU CPECTB 3alIUThI HH(OopMaIyu, popMupoBaHue
MPEJIOKEHUI 10 MCHOJIb30BAHUIO UMEIOUINXCS CPECTB 3alUTHl MH(POPMAIMHU JJIsi TOBBIIICHUS
YPOBHSI HAAEKHOCTH U Oe30macHocTH nHpopMannoHHbIX cucteM I'BJI0Y Ne 40;

aHAJIW3 OTYETOB IO MPOU3OLICAIINM HHUIUJACHTaM WHGOPMAIMOHHON 0e301macHOCTH
U IIPUHATHIM MEpaM 110 UX pa3pelleHuIo.

[loBbIlIEHHE 0CBEIOMIEHHOCTH PA0OTHHKOB

B pamkax opraHu3anuu KOMIUIEKCHOTO IPOTHBOJEHCTBUS yrpo3aMm 0€301acHOCTU
uHpopmauuu, ucxogamuMm or pabotHukoB I'BJIOY Ne 40 nomkHa HOCTOSHHO IOBBIIATHCA
UX OCBEJOMJICHHOCTb B O0JIACTH 3aIUTH HH()OPMAIIHH.

[ToBsimenue ocBeomiaeHHOCTH paboTHUKOB [ BJIOY Ne 40 ocymecTBisiercs:

no cymectBytomiuM B I'6/I0Y Ne 40 opranu3zaiimoHHO-paciopsAUTEIbHBIM JOKYMEHTaM,;

no npumeHsiembiM B 'BJIOY Ne 40 mepam 3amutsl HHGOpMAIIH;

110 IPABUIILHOMY HCIIOJIb30BAaHUIO CPEICTB 3alIUTHI HH(POPMALINH.

7  3AK/IIOYEHHUE

[Ipu u3MeHeHHMM AeMcTBYIOLIEro 3akoHonaTenbcTBa Poccuiickoit ®enepanuu B o6sactu
3amuThl UHQOpPMAIIMH, a TaK)Ke OpraHU3alMOHHO-PACTIOPSAUTENbHBIX JokyMeHTOB ['B/IOY Ne 40
Hactosamas [lonuThka U M3MEHEHUsT K HEW NPUMEHSAIOTCS B YAaCTH, HE NMPOTHUBOpEYAIICl BHOBb
MPUHATHIM 3aKOHOAATENIbHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TaK)K€ BHYTPEHHUM JOKYMEHTaM
I'BJAOY Ne 40.

Bce T1peGoBaHus, yCTaHOBIEHHBIE JIEHCTBYIONIMM 3aKOHOJATENbCTBOM Poccuiickoit
®denepannu, MOA3aKOHHBIMU aKTaMH U JJOTOBOPHBIMU OTHOIIEHUsMH, a Takxke nmoaxon ['BJOY Ne
40 x o0ecre4eHnI0 COOTBETCTBHS ATUM TPEeOOBAHUSIM JOJKHBI OBITh SIBHBIM 00pa30oM OINpeaeNeHbl,
JIOKYMEHTUPOBAHbI U MOAAEPKUBATHCS B AKTYaIIbHOM COCTOSIHHH.

I'BAOY Ne 40 B mNpHOPUTETHOM HANpPABICHUM [OJDKEH paccMaTpUBAaThCA MEPEXOL
a MPOTrpaMMHOTO OOECIeYeHHUE OTECYECTBEHHOTO MPOU3BOIUTENS, BKIFOYCHHOTO B €IUHBIA pEecTp
POCCHUHCKHUX TPOrpaMM IS SJEKTPOHHBIX BBIUMCIUTENBHBIX MAlIMH U 0a3 JaHHBIX. B Tom uucrie
M0 YacTH CEPBEPHOTr0, KOMMYTAIIMOHHOTO OOOpYIOBaHUS M TPOTrpaMMHO-ANMNapaTHBIX CPENICTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUNCKON PagrO3IE€KTPOHHON IPOTYKLIUH.

IlepecMoTp W BHECeHHME M3MEHEHHMM B HacTtoAmyr [loMUTHKY  OCYIIECTBIISIIOTCS
Ha [epUOINYECKON U BHEIUIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 wunHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepanmm ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKux) CpPEeACTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B OONacTH IU(POBAHUS
nH(popMaIuy, TEXHHYECKOMY OOCITY)KMBaHUIO MHU(POBATLHBIX (KpUNTOrpauIecKux) CpPEACTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpagUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpaMUecKux) CpEICTB, OCYIIECTBISAETCS Uil oOecredyeHuss COOCTBEHHBIX —HYXKI
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkIeHUU TpeOOBaHMHM K 3alllUTe MEPCOHAIbHBIX JAHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHu3anuy 1 o0ecriedeHnr 6e30MacHOCTH XpaHEeH!Us, 00padOTKH U Mepeadu o KaHajlaM CBSI3U
C HCIIOJIb30BAaHUEM CpPEICTB KpUIITOrpaduyeckod 3amuThl HMHGOpPMALUU C OrPAaHUYEHHBIM
JIOCTYIIOM, HE COJIEpKallle CBEICHM, COCTABISIOIINX FOCYAAPCTBEHHYIO TAHY».

6 Ilpukaz ®CBHb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu IlonoxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O0 yTBepxaeHUH TPeOOBaHMIA O 3aIUTE
UH(pOpMAaIMU, HE COCTABJAIOIICH TOCYIapCTBEHHYIO TaiiHy, cOAeprKalleiicss B roCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX).

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0€30aCHOCTH MEPCOHATIBHBIX IaHHBIX IIPU
ux 00paboTke B MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpraHU3aIMOHHBIX U TEXHUIECKUX Mep IO 00eCTIeYeHNIO0 0€30IaCHOCTH MEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX IMEePCOHAIBHBIX JAaHHBIX C UCIIOJIH30BAHUEM CPEJICTB
Kpunrorpaguueckon 3ammThl HHGOPMAIMM, HEOOXOIUMBIX JUIS BBINOJIHEHUS YCTAHOBJICHHBIX
[TpaButensctBOM Poccuiickoii ®enepanun TpeOoBaHMIT K 3allUTE€ MEPCOHANBHBIX JIaHHBIX
JUISL KaXJI0T0 U3 YPOBHEH 3aIlIUIIIEHHOCTI .

10 TOCT P 51624-2000 «3ammra wHQOpPMAIIUK. ABTOMAaTH3UPOBAHHBIE CHCTEMBI
B 3aIIMIIEHHOM HcnoidHeHnu. O0mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [IpaBuiia BKIFOUCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta uHopManuu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmarrionHas TeXHOJIOTHUS. MeTObI U cpeAcTBa
6e3omacHocTH. CucTeMbl MeHeKMEeHTa HH(popMarmonHoi 6e3onacHocTu. TpeGoBaHUs».

14 TOCT P 50922-2006 «3amuTa napopMari. OCHOBHBIE TEPMHHBI U OITPEICIICHHS.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHopMaTH3anuu. PakTOpHI,
BO3JIeHicTBYIOIMME Ha nHPopMarui. OOIre MOI0KEHUS Y.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHbopmManmoHHasT TEXHOJOTHA. MeTosl
U cpencTBa obecrieueHus 6e3omacHocTH. YacTh 5. PyKoBOICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CeTU».

17 TOCT P HCO/TO 13569-2007  «DduHaHCOBBIE  yCIyrH. PeKoMeHmanuu



1o uH(pOPMAITMOHHOM 6€30TTaCHOCTI.

18 T'OCT P UCO/MBK 27005-2010 «MudbopmarmorHHass TeXHOIOTHA. MeTOIbl U CpeaCcTBa
obecrnieueHns 0€30MacHOCTH. MEHEDKMEHT prcKa HHPOPMAITMOHHOW 0€30IacCHOCTI.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmonHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
oOecrieueHus O6e3onacHOCTH. MeHeDKMEHT HH(POPMAIIMOHHOM 0€301aCHOCTH. MOHHUTOPHUHT, OIICHKA
3aIIUIIICHHOCTH, aHAIN3 ¥ OICHUBAHUE.

20 T'OCT P 51897-2021 «MenemxMmeHT pucka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wundopmamuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus MH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTENIbHBIX OpraHoB
rocynapctBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.



